Office of the Minister of State Services
Office of the Minister of Internal Affairs

Chair
Cabinet Committee on State Sector Reform and Expenditure Control

IMPROVING GOVERNMENT INFORMATION AND COMMUNICATIONS
TECHNOLOGY (ICT) ASSURANCE

Proposal

1. This paper is a companion paper to the Government ICT and Action
Plan 2017 (Strategy and Action Plan). It outlines a approach to
system-wide ICT assurance across the State Servi nd provides for the
mandates required by the Government Chief | on Officer (GCIO) to
implement that approach. ICT spans info anagement, technology
infrastructure, and technology-enabled business and services.

Executive Summary

2. Ministers have been concerned n of problems with information
and technology management, privacy and security breaches, and ICT-
enabled project delays, cost ons and failures. This has resulted in

confidence that ICT risks and processes within the State Services are identified
and effectively managed. While no assurance model can guarantee there will
never be security or privacy breaches or service delivery failures, it can ensure
risks are identified and managed.

5. At the project and programme level, work is already underway to build upon and
strengthen current ICT assurance processes, such as Major Projects Monitoring
and the Gateway review processes. At an agency level, the recommendations of

The State Services refers to Public Service departments and four non-Public Service departments (the New Zealand Police,
Parliamentary Counsel Office, the New Zealand Defence Force and the New Zealand Security Intelligence Service), Crown
entities, and organisations subject to the Public Finance Act and the Reserve Bank. The Parliamentary Service, the Office
of the Clerk, Tertiary Education Institutions, State-Owned Enterprises and local government are part of the wider State
sector.
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11.

12.

13.

the GCIO Review of Publicly Accessible Systems are being implemented to
improve the maturity of security and privacy practices within agencies.

However, there is a gap at the system level. We consider the GCIO, as
functional leader for all-of-government ICT, is best placed to provide effective

IO does not currently have the required mandates to provide a State
view of ICT risks, or to intervene with agencies across the State

Services.

This paper recommends that Cabinet direct departments to provide assurance
information to the GCIO and work with the GCIO on ICT issues of concern.

in the wider State Services, the State Sector and Public Finance Bill, if passed,
will support the GCIO’s ICT assurance role by allowing a whole-of-government
direction to be issued to Crown entities to provide for the GCIO’s information
gathering requirements in relation to ICT assurance.

The Department of Internal Affairs (DIA) will work with SSC and the Treasury to
prepare a direction that helps give effect to the GCIO’s new role in Crown
entities. The State Services Commissioner will also encourage chief executives
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and board chairs in the wider State Services to provide ICT assurance
information to the GCIO on request.

Risks

14. Requiring the GCIO to provide system-wide ICT assurance will carry some risks.

15.

17.

18.

It may drive unwanted behaviours by agencies, which may seek to offload some
or all of their ICT assurance responsibilities to the GCIO, or inundate the GCIO
with requests for advice, guidance and intervention actions, that

overly onerous and costly for DIA.

In addition, there is a risk that the imposition of overly one assurance
requirements may cause unnecessary and costly delays the system,
instead of enabling the transformative business change t through the
Strategy and Action Plan. The GCIO will work with ce encies to ensure
that agencies are aware of the likely pressures on the and to ensure that
the assurance requirements are proportionate impede successful

implementation of ICT projects, programmes and

necessary capacity and to intervene where there are significant
concerns, for example a successful delivery of a project or the security
and privacy of current IC

The GCIO will it staff with a mix of specialist and generalist skills to
carry out this GCIO has estimated that eight new FTEs will be needed
in the short ium-term to carry out this function within DIA. As benefits will
be derived the system, new Crown funding of $1.500 million per annum
for DIA uired to establish a core capability to carry out the GCIO assurance

O becomes more knowledgeable about the status of ICT assurance

State Services the assurance model will need to evolve. The GCIO
may identify further gaps in the ICT assurance system, or resources or areas of
expertise that could be better focused on supporting system-wide [CT
assurance. This may mean that we will come back to Cabinet with a refined ICT
assurance model or to seek additional funding.

Cloud computing

19.

The Chair of Cabinet Economic Growth and Infrastructure Committee (EGI)
agreed to delay a report back on a cloud computing risk and assurance
framework, from December 2012 to May 2013.



20. The risks associated with cloud co

21.

22.

business decisions, whether based

The Minister of Internal Affairs proposes this paper fulfils the requirement to
report back on how cloud computing risks will be addressed

The GCIO will work with the Government Communications Secu ureau
(GCSB) to produce requirements and guidance for agencies on and risk
considerations for cloud computing, and will report on th Cabinet by
September 2013, together with a report on the viability of nshore-hosted,
cloud-based office productivity suite of services, which Ca agreed would be
the first all-of-government cloud services [CAB Min (12

Background o

23. Ministers have been concerned about a n of problems with information
and technology management, including and security breaches, and ICT-
enabled project delays, cost escal and failures. This has resulted in
decreased public trust a government ICT practices at a time
when ICT is becoming in | for service delivery and achievement of

27.

e Strategy and Action Plan should also
ce. Improving ICT assurance is a critical
being sought through the Strategy and

ated programmes and actions are being

the Treasury, the GCSB, the Crown
. However, these programmes are limited
is not widely shared.

This fragmented approach has arisen in the absence of a clear overall

framework, which means that there is a gap at the system level, including:

e no individual with responsibility for providing and reporting on a system-wide
ICT assurance view;

e no systematic assessment of the current risk status of ICT systems within
agencies;

e no agency with responsibility for intervening, where necessary, to help

agencies to take corrective action on failing ICT projects or systems; and



« current ICT assurance processes focus primarily on projects and programmes
and finish at the post-implementation review point.

28. The lack of a coherent system-wide view of ICT risk and assurance means that
Ministers do not have a full understanding of system-wide risks and the
implications of ICT investment decisions that they are asked to make.

The proposed approach

mechan possible;

e assu es are tailored according to assessed risk levels, within a
clear | framework;

o m of assurance will evolve over time as further gaps are identified

new risks emerge; and
a successful system of assurance has a number of component parts with
clarity about roles, responsibilities, accountabilities, and potential conflicts of
interest. The framework will therefore use the ‘3 lines of defence’ good
practice model: the first line is staff; the second line is created by oversight
functions made up of compliance and risk management controls; and the
third line is that of monitoring that the controls are operating effectively

Scope

32. The system-wide ICT assurance role will provide assurance on information
management (including security and privacy), technology infrastructure, existing
[CT-enabled services, and new ICT-enabled projects and programmes.

33. The scope of intended system-wide ICT assurance includes the ICT-related
activities of agencies of the State Services. The State Services refers to Public
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Service departments and four non-Public Service departments (the New Zealand
Police, Parliamentary Counsel Office, the New Zealand Defence Force and the
New Zealand Security Intelligence Service), Crown entities, organisations
subject to the Public Finance Act, and the Reserve Bank. The Parliamentary
Service, the Office of the Clerk, Tertiary Education Institutions, State-Owned
Enterprises and local government are part of the wider public sectors.

Proposed roles and responsibilities

34. The central agencies, the GCIO, departments and
Services all have a role to play in providing a com
model. We propose the following roles and responsibi

Table 1 - Roles and bilities
GCIO, as mandated

functional leader of

ICT

e Takes actions to support to improve their ICT
assurance processes, and where necessary

e Reports to Ministers on view of the status of
information manage technology infrastructure, and
technology-ena iness processes and services across
government.

e Provides Mini with advice on the suitability of current
ICT processes, and on whether ICT projects
and mes should proceed, as the GCIO sees fit, or at
the of Ministers

. nates, develops and mandates common ICT

nce and information management standards.
Other agencies with le for developing standards, policies and procedures that
security functions (eg particular areas for which they are responsible, within an
GCSB) framework co-ordinated by the GCIO Contribute to security
r threats.
Responsible for ICT management at the agency (or sector) level in
support of business objectives:

e Managing ICT assets, systems, projects and information and
technology in accordance with agreed standards, policies,
procedures and expectations.

o Ensuring internal processes are in place to cost-effectively
develop, deliver and operate ICT systems and manage
information and technology effectively.

- e Ensuring ICT systems remain fit for purpose over time.

Note: departmental CEs will have an obligation to support the GCIO
in the assurance role by providing the GCIO and central agencies
with the information needed to provide a system-wide view of ICT
risks and performance, and by lifting their own performance.



Corporate Centre Responsible for wider public management system:
(central agencies and o Advising on whether the whole system remains fit for
GCIO) purpose over time.

e Wider decision-making processes and assurance activities
that ICT assurance needs to be aligned with: eg Better
Business cases, Major Project Monitoring and Gateway.

s Co-ordinating the range of central agency assurance
processes and activities with GCIO activities to avoid
fragmentation and duplication.

35. The GCIO assurance function will sit within a wider set of assu

36.

37.

and use [CT-related information from various processes already
as the Gateway and Major Projects Monitoring processes run

Treasury’s Four-year Planning and Government Project processes and
agencies’ independent quality reviews), to report to Mini the risk status of
ICT across the State Services. This information will be supplemented by
additional information from agencies. These n fully implemented,
will provide Ministers with a comprehensive risk associated with the
government’s investment in ICT, and confidence risks with government ICT-
enabled projects and services have been lly identified and are being

proactively managed.

For the avoidance of doubt, nothing i GCIO’s proposed role will duplicate or
rity. We note that GCSB
ecurity Manual, and the
is leading a review of

As provided for in ment's response to the GCIO Review (SEC Min
(13) 2/6), the G d central agencies will work closely with the GCSB and
the SIS to en roles and responsibilities are clearly defined and that
program rk are complementary and provide comprehensive coverage
of all i security issues.

New m required

38.

39.

te with respect to departments

Currently the GCIO, as ICT functional lead, has authority to convey expectations
of voluntary compliance to Public Service and non-Public Service departments.
These expectations can be reinforced by the Head of State Services. However,
the GCIO’s powers to impose mandatory requirements on departments must
currently be specifically agreed by Cabinet.

We therefore propose that Public Service and four Executive Branch non-Public
Service departments (the New Zealand Police, Parliamentary Counsel Office,
the New Zealand Defence Force and the New Zealand Security Intelligence
Service) be required to provide information related to ICT assurance to the GCIO
upon request. We also propose that these departments be required to work with
the GCIO where issues of concern with ICT assurance are identified by the
department or the GCIO.

7



40. The State Services Commis g ICT assurance is
part of Public Service chief The Commissioner
will also discuss issues of co raised by the GCIO
with chief executives of departments

assuran

46. In the State Services Commissioner will encourage chief executives
chairs in the wider State Services to provide ICT assurance
n to the GCIO on request.

GCIO role development over time

be needed in future.

48. It is an important principle that accountability for ICT assurance within individual
agencies remains with agency chief executives and board chairs.



49. It is difficult to predict the size and scale of the GCIO ICT assurance role.

52.

53

54.

55.

However, we believe it is important that in the first year the GCIO concentrates
on developing an understanding of the risk status of current ICT systems across
the State Services, and on developing the necessary capacity and expertise to
intervene with agencies where there are significant concerns about the
successful delivery of a project or the effectiveness of current ICT systems. The
GCIO will also work closely with GCSB, which has a role in assisting agencies
dealing with significant cyber security threats.

and opportunities; and

e strengthening the i of Independent Quality Assurance (IQA) and
introducing Techn ity Assurance (TQA), where appropriate, for ICT
related projects

<

Central agen GCIO will also ensure that assurance interventions are

cost example, key information from Gateway reviews (delivery

confidence nts, recommendations and action plans) will be
syste shared with key stakeholders including GCIO rather than being

to the senior agency officials responsible for the projects.

agencies and GCIO may amend the thresholds for Gateway and Major

ct Monitoring activity. Currently these apply to projects that are inherently

high risk, yet the risk profile can and does change over time. Guidance material
will also need to be created or updated

While this paper is focused on improving ICT assurance, it is likely that similar
consideration will need to be given to non-ICT projects of a capital and operating
nature. Any changes to Gateway and Major Project Monitoring will apply to ICT
and non-ICT projects. -

The GCIO will introduce TQA for appropriate projects and will ensure that the
IQA process is truly independent by appointing an independent panel of IQA and
TQA providers. We propose that the IQA/TQA panel must be used by
departments and that other State Services agencies be encouraged to use the
panel.



56.

57.

58.

As a result of policy decisions relating to the GCIO and functional leadership,
more generally, it will be necessary to update Cabinet Office circular CO(10)02
Capital Asset Management in Departments and Crown entities. It may also be
desirable to issue further circulars on the GCIO ICT assurance role.

We seek delegated authority from Cabinet for the Minister of Finance, the
Minister of State Services and the Minister of Internal Affairs, in consultation with
the Cabinet Office, to approve any such circulars that may be necessary to
clarify Government’s intentions relating to the management of info

ICT assets and infrastructure.

SSC and Treasury are developing a Portfolio Performance ent
approach across a wide range of Capital Investments in the Sector and
this will, when implemented, provide critical information to to assist
with his assurance role. Portfolio Performance ent will collate
information on the group of initiatives being conside ew these against
where the Government wants to go within ints, ascertain
what will be delivered in the next planning period, consider what levels of
portfolio delivery interventions shou requires continuous re-
assessment of the risk profile of i consequent modification of

assurance processes accordingly.

Risks and implications

59.

60

61.

62.

Central agency assurance proces ffer a sound basis on which to build the
new GCIO assurance role. , requiring the GCIO to provide system-wide
ICT assurance will carry risks. Currently the GCIO role is one of
developing and pro nt ICT solutions. The assurance
role will change the the GCIO and its relationship with agencies, and
may have unintend sequences. Assuming the role of providing system-
wide ICT assura that the GCIO will need to monitor agencies ICT
assurance and intervene where necessary to assist agencies, either
with urgent ial action or to improve their assurance capability

DIA.

Alternatively, there is a risk that the imposition of overly onerous assurance
requirements may cause unnecessary and costly delays instead of enabling the
transformative business change being sought through the Strategy and Action
Plan. The GCIO will work with central agencies to ensure that the assurance
requirements are proportionate and do not impede successful implementation of
ICT projects, programmes and services.

The GCIO is responsible for developing and providing common ICT capabilities
and offering whole-of-government ICT solutions. Assurance of these projects will
require careful management within DIA of potential conflicts of interest, for
example through internal separation of functions.
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Cloud computing

63.

64.

65.

66

67

68.

In August 2012, Cabinet agreed to a ‘cloud first approach and noted that the
adoption of cloud computing involves potential risks to the confidentiality,
integrity and availability of government-held information. Cabinet directed DIA to
develop risk and assurance frameworks and guidance, working collaboratively
with other relevant agencies (specifically, the GCSB and the National Cyber
Policy Office (NCPO) within DPMC) [CAB Min (12) 29/8A].

The Chair of Cabinet Economic Growth and Infrastructure (
agreed to delay the report back on a cloud computing risk
framework, from December 2012 to May 2013

DIA has been working closely with other relevant age ly, GCSB
and the NCPO) to develop a cloud computing risk a framework.
The report back to Cabinet on the framework was to ensure that the
framework took into consideration the outcome of Security Review

Reporting and accountability requirements

69.

70.

71.

The GCIO will provide an initial report on system-wide ICT system assurance to
Cabinet in September 2013. The GCIO will also provide 6-monthly update
reports on progress with improving ICT assurance and issues of concern to the
Cabinet and will regularly update the Ministerial Committee on ICT.

The GCIO will also report directly on any issues of concern with ICT assurance
to relevant chief executives, board chairs, and/or the State Services

Commissioner and the responsible Minister.

These reporting arrangements are designed to help provide greater visibility of
issues of concern at an earlier stage, and will increase the chances of a

successful intervention to support agencies.
11



Consultation

o analyse and report ation gathered; and
e work with ere capacity issues are identified relating to ICT
assurance un ding or knowledge.

74

75 The activities referred to in paragraph 73 will require an ongoing core capability
within DIA and therefore should be funded from new Crown funding. The GCIO
will need to recruit staff with a mix of specialist and generalist skills to carry out
this role. The GCIO has estimated that eight new FTE will be needed in the short
to medium-term to carry out this function within DIA. As benefits will be derived
across the system, new Crown funding of $1.500 million per annum for DIA is
required to establish a core capability to carry out the GCIO assurance role.

76. The GCIO will also need to intervene on failing ICT projects to support agencies
to take corrective action; this will be funded through a fee for service charge
which will apply to agencies for assurance services provided by the GCIO. In
addition, agencies will face additional costs in terms of contracting independent
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77.

78.

82.

83.

IQA and TQA, where requested by the GCIO. It is difficult to estimate the cost of
additional assurance services provided by either the GCIO or by IQA providers
to agencies. Initial estimates indicate that these costs could be in the order of
$400,000 to $600,000 per annum.

As the GCIO becomes more knowledgeable about the status of ICT assurance
across the State Services the assurance model will need to evolve. The GCIO
may identify further gaps in the ICT assurance system, or resources or areas of
expertise that could be better focused on supporting system-wide I[CT

assurance. This may mean that we will come back to Cabinet with a ICT
assurance model or to seek additional funding. >
The increased Crown funding will be applied to a departmental output
expense appropriation within Vote Internal Affairs: “Info Technology
Services”
The Minister Services and the Minister of internal Affairs may proactively
release , subject to consideration of any deletions that would be
justified information had been requested under the Official Information Act
1982 ce (09) 5)

ndations

The Minister of State Services and the Minister of Internal Affairs recommend
that the Committee:

1. confirm that the overarching objective for improving system-wide
Information and Communications Technology (ICT) assurance is to
provide stakeholders with confidence that ICT risks and processes within
the State Services are identified and effectively managed,

2. note that there is currently no single agency with responsibility for
providing a system-wide view of government ICT assurance;
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3. note that improving system-wide ICT assurance is critical for the ICT-led
business transformation set out in the Government ICT Strategy and
Action Plan 2017,

System-wide ICT assurance

4. agree that the Government Chief Information Officer (GCIO) will, as part
of the ICT functional leadership role, have responsibility for coordinated
oversight and delivery of system-wide ICT assurance;

5. agree that the GCIO provision of system-wide ICT assurance wﬂL\rﬁ‘c]ude
\\.
e providing coordinated oversight and delivery of syst_eﬂ"}-wsde ICT
assurance; N
e reporting to Ministers on a system-wide view \Bf‘ the status of
information management, technology uurastructgfe and technology-
enabled business processes and services across g'government;
e identifying areas where interventions may bg reeded;
e taking actions to support agencies to improve their ICT assurance
processes and intervening where necessary, and
¢ coordinating, developing and mandafing common ICT assurance and
information management standfar\dg
N
6. note the GCIO will introduce Te&ﬁical Quality Assessment (TQA) for ICT
projects, where appropriate,safid will strengthen the independent Quality
Assessment (IQA) of ICT pro]ects by establishing an independent panel of
providers for TQA and IQA services;

7. direct Public SeMce departments and the New Zealand Police, New
Zealand DefencelForce, New Zealand Security Intelligence Service and
Parhamentaryhounsel Office to use the TQA and IQA panel referred to in
recommencEation 6 as directed by the GCIO;

8. note t@ ‘State Services Commissioner will encourage chief executives
angi board chairs in the wider State Services to use the TQA and IQA
panel referred to in recommendation 6;

-\»
9% invite the Speaker of the House to direct the Office of the Clerk and the
Parliamentary Service to use the TQA and IQA panel referred to in
recommendation 6;

10. note that to provide the system-wide ICT assurance referred to in
recommendation 4, the GCIO will require the ability to:

e access ICT assurance information from State Services agencies;

e compel relevant State Services agencies to work directly with it on ICT
assurance issues; and

e provide independent actionable ICT assurance advice to agency chief
executives, board chairs, the Head of State Services and the
responsible Minister;
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Mandate to ensure application to departments and across the State Services

11. note that departmental chief executives will support the GCIO in the
assurance role by providing the GCIO and central agencies with the
information needed to provide a system-wide view of ICT risks and
performance, and by lifting their own ICT risk management and

performance;

12.

13.

14

15. note the State Services Com will ensure that improving ICT
assurance is part of Public ief executives’ performance plans;

missioner will discuss issues of concern
by the GCIO with chief executives of

ssioner will encourage chief executives
ate Services to provide ICT assurance
t;

to direct the Office of the Clerk and the
assurance information to the GCIO upon

nisms available to them to ensure that
board chairs are made aware of
ICT assurance information will be

provided to the GCIO upon request;

20. note that the State Sector and Public Finance Reform Bill amends the
Crown Entities Act 2004 to support functional leadership, by expanding
the purposes for which a whole-of-government direction can be applied
(including purposes relating to functional leadership);

21. direct the GCIO to work with the State Services Commission to prepare a
draft whole-of-government direction to Crown entities, to give effect to the
GCIO assurance role, in preparation for the enactment of the State Sector
and Public Finance Reform Bill, expected in July 2013;

Reporting requirements
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22. direct the GCIO to provide an initial assessment of the status of system-
wide ICT assurance by September 2013 and to report to Cabinet six
monthly thereafter;

23. direct the GCIO to report significant ICT assurance concerns immediately
upon identification to relevant chief executives, board chairs, and/or the
State Services Commissioner and the responsible Minister;

24. direct the GCIO to provide regular update reports on | ce
issues to the Government ICT Ministerial Group;

Updating assurance processes

25. note that central agencies and the GCIO will work ether on ICT
assurance, inciuding directly exchanging all n;

this paper;
Financial implications
31. note that improving ICT system assurance is a new role for the GCIO;

32 note that the GCIO assurance role will have system-wide benefits by
helping all agencies to maintain the public trust and confidence necessary
to allow the full benefit realisation of digital technologies and ICT-led

business transformation,;

33. note new Crown funding is required for the GCIO to establish the
standing capability to successfully carry out the assurance role;
16



34. agree that a fee-for-service funding model will apply for assurance
intervention services provided to agencies by the GCIO;

35. approve the following changes to appropriations to give effect to the
decisions in recommendation 4 and 5 above, with a corresponding impact
on the operating balance:

$m — increase/(decrease)
Vote Internal Affairs 2013/14 2014/15 2015/16 201617 2047/18
Minister of Internal Affairs Sand

_{‘Doutyears
Departmental Output NI
Expense: ?”
Information and Technology A%
Services MCOA: .Q*‘“
Cross-Government ICT 1.500 1.500 1.500,%. " 1.500 1.500
Strategy and Planning, X
Service Delivery and \{\
Investment Proposals &
(funded by revenue Crown) (@)
K
K\J

36. agree that the proposed change to éﬁ)ropriations for 2013/14 above be
included in the 2013/14 Supplem;&(ﬂ%ry Estimates and that, in the interim,
the increase be met from Imprg's’t‘Supply;

,\\../
37. agree that the expenses_in::‘urred under recommendation 35 above be a
charge against the betwgen-budget operating contingency, established as
part of Budget 2013; En"ﬁ

- N’
G
9 i
W

Publicity

38. invite the M&ﬁ\ister of State Services and the Minister of Internal Affairs to
release communications about improvements to ICT assurance, which
may igelude the proactive release of this paper and its associated minute,
subjéct to any deletions that would be justified if the information had been
réquested under the Official Information Act 1982 (CO Notice (09) 5).

"

Hon Chris Tremain Hon Dr Jonathan Coleman
Minister of Internal Affairs Minister of State Services
I 6 12013 Y b r2013
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Appendix A: Assurance matrix

What we’

What we need

Clear standards, policies and processes mm_.uu_._.____._m\nwwz—a. and issue ICT standards and guldance within an overall framework
that ICT-related activities need to <.§w-w multiple agencies undertake securlty functlons, ensure clarity around agencies
comply with re. r{\r. lities

’

roles and

Clear governance for ICT assurance, Clarify roles, resj ﬁa___.._mu. decision rights and escalation processes for ICT assurance and communicate
uate
\

clear roles, responsibilities and to agencies; eval \.naﬂa.m&mn.?m:mmm of assurance interventions

authorities ﬂU
Introduce specific mandate vamn_c to provide independent advice to CEs, HOSS and Ministers at key
gates and undertake w_..amvm_.____n.? reviews

o4

Foundations for Assurance

Monitoring of compliance with ;
standards, rules and expectations; menitoring; Following development of framework G.. ICTY related standerds and guidence, assegs best
Monitoring of benefits approach to mere systematic monitoring

2 %

[~} -

ﬁ "

9

<

[}

=]

c

o -

a 8 Assurance of existing ICT enabled Develop a portfolie view of ICT value and risk across government, based aoif hest available current
M business services information; Based on this information, determine best approach to _.“_m_?amumw assurance of existing

services \“v

10 Management of human resources Invest in capability uplift and make better use of scarce specialist capabilities; Agencies to provi
workforce plans that specify current and forecast state of gaps and shortages

Supporting
Assurance




